
he pending deadlines for com-
pliance with the Health Insur-
ance Po rt ability and A c c o u n t-
ability Act (HIPPA) have ge n-

e rated a cottage industry of consultants,
s e m i n a rs , and assessment and compliance
tools. Numerous claims have been made
about systems that will bring prov i d e rs
into compliance with the new patient in-
fo rm ation priva cy and security ru l e s .

Amid all of this info rm at i o n — mu ch of
it quite useful, it should be said—a nu m-
ber of “ my t h s ” h ave emerged that are
clouding the issue at a time when pro -
v i d e rs are under gre at pre s s u re to meet the
pending HIPAA deadlines. 

B e l ow are three of the most common
myths about HIPAA compliance.

1: “Our software will make us 
H I PA A - c o m p l i a n t . ”
A fa c i l i t y ’s softwa re may be “best of
b re e d,” but it can only be as good as the
fa c i l i t y ’s HIPAA policies and pro c e d u re s
and their proper implementation. 

H I PAA compliance is a pro c e s s , not a
t u rn key solution. The HIPAA securi t y
rules do mandate access controls and net-
wo rk and dat a - i n t egrity protections. But
the rules provide diffe rent examples of
h ow to ach i eve these go a l s , and fa c i l i t i e s
will have to coord i n ate their HIPAA priva-
cy policies with their info rm ation securi t y
p ro c e d u res. Consider this hy p o t h e t i c a l
“bad ex a m p l e ” (using a fictitious fa c i l i t y
and vendor) of a good softwa re system
being undermined by poor security poli-
c i e s , p ro c e d u re s , and lack of HIPAA secu-
ri t y - awa reness tra i n i n g. “ S wa l l ow Po i n t ”
is a long term care facility with a cl i e n t -
s e rver softwa re system. It has computer
wo rk s t ations on each wing. Swa l l ow Po i n t
uses “ R eve c t o red Systems,” an integrat e d

cl i n i c a l - financial softwa re system. Reve c-
t o red Systems adve rtises its softwa re as
being “ H I PA A - c o m p l i a n t .” The softwa re
system contains the access controls that
the HIPAA security rule re q u i re s , u s e r
i d e n t i fi c ations (IDs), p a s swo rd s , and a
timeout fe at u re that shuts down user ac-
cess after a pre d e t e rmined period of time.
These fe at u re s , p ro p e rly employe d, wo u l d
s atisfy the HIPAA access controls under
the proposed ru l e, a c c o rding to comments
in the Fe d e ral Regi s t e r. Swa l l ow Point did
implement policies and pro c e d u res that re-
q u i re each user to have a unique ID and a
p a s swo rd. Howeve r, it did not inserv i c e
the users on the importance of deve l o p i n g
a secure passwo rd—one that is difficult to
guess. Most employees use the names of
their spouses, ch i l d re n , or pets as pass-
wo rds. Swa l l ow Point should have taught
its computer users to develop passwo rd s
t h at are not common wo rd s , contain both
l e t t e rs and nu m b e rs , or that are unu s u a l
spellings of wo rds. 

The facility did establish a policy that
e a ch wo rk s t ation must use a timeout set-
ting of 15 minu t e s , but does not active ly
ch e ck whether users have reset the time-
out peri o d. Swa l l ow Po i n t ’s manage m e n t
k n ows that many wo rk s t ations have re s e t
timeout periods as long as two hours , bu t
does not add ress the issue in fo l l ow u p
c o u n s e l i n g. A l s o , the info rm ation tech n o l-
ogy (IT) administrator has set up an ac-
count with the ID “ U S E R I D ” and with the
p a s swo rd “ PA S S WO R D ” so that new em-
p l oye e s ,t e m p o ra ry employe e s , and em-
p l oyees who have fo rgotten their pass-
wo rds can get instant system access if the
IT administrator is not ava i l able to reset or
administer system access. 

It does not take a computer system se-
c u rity ex p e rt to know that Swa l l ow Po i n t ’s

system does not provide any meaningful
l evel of securi t y. The softwa re is not, i n
fa c t , “ H I PA A - c o m p l i a n t .” If the Reve c-
t o red Softwa re we re pro p e rly adminis-
t e red in accordance with we l l - c o n s i d e re d
i n fo rm ation security policies and pro c e-
d u re s ,S wa l l ow Point could self-certify or
obtain independent cert i fi c ation that it wa s
H I PAA-compliant. But that compliance
must be based on wh at the facility does
a c ross a ra n ge of functions, not mere ly the
s o f t wa re it uses.

2:“ H I P PA is not going to happen—
at least not in my lifetime.”
You wo n ’t hear health care leaders say i n g
this any longe r, but some ru m o rs are still
c i rc u l at i n g. The effe c t ive date of the
H I PAA electronic data interch a n ge (EDI)
rules was extended from October 2002 to
October 2003 for parties that file a plan
for extension. Howeve r, the extension of
the EDI standards does not ch a n ge the
Ap ril 14, 2 0 0 3 , compliance date for the
H I PAA priva cy rules. And according to
the sponsors of the EDI delay bill, C o n-
gress is unlike ly to enact any other HIPA A
d e l ays. One co-sponsor of the ex t e n s i o n
b i l l ,R ep. Thomas Saw yer (D-Ohio), s a i d,
“this is a one-time deal. We hope members
will not come back again asking for fur-
ther delays. The answer next time will be,
I am cert a i n , a clear and inarg u able no.”

3:“The cost of HIPAA compliance 
will put me out of business.”
Pe r fo rming a HIPAA assessment and im-
plementing HIPAA-compliant priva cy and
s e c u rity policies and pro c e d u res re q u i res a
substantial commitment of re s o u rces. It
need not cost a fo rt u n e, h oweve r, and the
H I PAA rules permit and encourage a fa-
cility to tailor its policies and pro c e d u re s
to its size and complex i t y. Th e re are nu-
m e rous no-cost re s o u rces ava i l able to as-
sist a health care facility in learning the
H I P PA rules and re q u i rements (see info r -
m ation box ,p age 64).
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M o re important than spending va l u abl e
re s o u rces and hiring cadres of consultants,
p rov i d e rs should allocate adequate time
and support to current facility employe e s
to perfo rm the HIPAA assessment and de-
velop re a l - wo rld policies and pro c e d u re s .
The fi rst step in the process is to read the
H I PAA reg u l ations. The rules are long,
but not impenetrabl e. When a fa c i l i t y ’s
s t a ff has a grasp of wh at the HIPAA ru l e s
m e a n , then the HIPAA assessment can
b egi n .

A HIPAA assessment invo l ves ex a m i n-
ing how a provider prep a re s ,u s e s , a n d
t ransmits patient info rm at i o n , and the
t e chnical and physical systems that tra n s-
m i t , s t o re, and access that patient info rm a-
tion. A HIPAA assessment will re q u i re an
ex a m i n ation of the fa c i l i t y ’s info rm at i o n
s y s t e m s , a thorough look at the paper tra i l
of a medical re c o rd, and a walk through of
the physical plant to see who views wh at
medical re c o rds wh e re. Only after this as-

sessment is perfo rm e d, rev i ewe d, and up-
d at e d, if necessary, does the implementa-
tion begi n .

I m p l e m e n t ation is a fo u r- s t ep pro c e s s ,
and combines the HIPAA rules and the 
results of the HIPAA assessment. Most
p rov i d e rs will find that they are alre a dy
fo l l owing many HIPAA rules. Th e re -
fo re, p rov i d e rs should document and 
re i n fo rce in their HIPAA policies and 
p ro c e d u res wh at the facility is alre a dy
doing corre c t ly. 

S e c o n d, t h ey should identify the are a s
wh e re the facility is at risk and deve l o p
and implement re m e d i ation policies and
p ro c e d u res. Nex t , p rov i d e rs should thor-
o u g h ly train their employees on the new
policies and pro c e d u res. 

Fi n a l ly, after this is all done, p rov i d e rs
should rep e at the assessment and see wh at
m ay have been missed. If HIPAA compli-
ance is starting to look like a vicious
cy cl e, it is because HIPAA is an iterat ive

p rocess. It is never fi n i s h e d, but if done
c o rre c t ly, the facility gets better eve ry
t i m e.  ■

Robert C. Feightner, JD, LLM, is the
HIPAA compliance officer for Achieve
Healthcare Information Systems, Eden
Prairie, Minn.
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For More Inform a t i o n
■  I n fo rm ation on HIPAA can be

found on the Dep a rtment of Health and
Human Services Web site at
w w w. c m s . h h s . gov/hipaa. 

■  Other info rm at ive Web sites in-
cl u d e : The A m e rican Health Care A s s o-
c i at i o n , w w w. a h c a . o rg; the A m e ri c a n
Health Info rm ation Management A s s o-
c i at i o n ,w w w. a h i m a . o rg; Health Key,
w w w. h e a l t h key. o rg; and the A s s o c i a-
tion of A m e rican Medical College s ,
w w w. a a m c. o rg.


